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OPENVPN & Freeradius
On CentOS7/
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1.

v REBENIRIE

ZRMAFERTRNGETLR

[root@clientRS]# yum install -y net-tools vim

AR KE AR B B KIS

[root@clientRS]# firewall-cmd --zone=public --add-port=1812/udp --permanent

[root@clientRS]# firewall-cmd --zone=public --add-port=1813/udp --permanent
[root@clientRS)# firewall-cmd --reload

3.

4.

+ &% OpenVPN

Z4t epel-release 1 openvpn EH

[root@clientRS]# yum install -y epel-release
[root@clientRS]# yum install -y openvpn

15238 R HAY VPN £88 "class_number_shortname.tar s i &/etc/openvpn fZEX

2

[root@clientRS]# cd /etc/openvpn

5.

[root@clientRS]# tar -zxf class_number_shortname.tar

EMRYEN OPENVPN AR#5

[root@clientRS]# systemctl restart openvpn@client
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6. FHtunO BREEEME - ¥ tun0 BEZE 10.1.X.X 3R VPN EARKIN

[root@clientRS]# ifconfig tun0

tunO: flags=4305<UPPOINTOPOINT,RUNNING,NOARPMULTICAST> mtu 1500
inet netmask 255.255.255.255 destination 10.1.0.2
inet6 fe80::ab85:e6d5:df58:63c9 prefixlen 64 scopeid 0x20<link>

unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 100 (UNSPEC)
RX packets 0 bytes 0 (0.0 B)

RX errors0 dropped O overruns0 frameO

TX packets 3 bytes 144 (144.0 B)

TXerrors0 dropped 0 overruns 0 carrier 0 collisions 0

7. &% OPENVPN %R EN AR TS

[root@clientRS]# systemctl enable openvpn@client
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3t Freeradius

1. % freeradius # freeradius-utils E#

[root@clientRS]# yum install -y freeradius freeradius-utils

2. f{&t&/etc/raddb BH#ERY clients.conf 13

[root@clientRS]# cd /etc/raddb
[root@clientRS]# vim clients.conf

client roamingcenter {
ipaddr = 10.1.77.7
secret = spiradawn

}

client roamingcenter-monitor{
ipaddr = 10.1.77.11
secret = spiradawn

3. f8ti/etc/raddb B#%aY proxy.conf 1§

[root@clientRS]# vim proxy.conf

realm DEFAULT { #EBEIRITE A realm FHHITER EIERIE RIS /0T proxy ENfE
type = radius
authhost = 10.1.77.7:1812
accthost = 10.1.77.7:1813

secret = spiradawn

nostrip

4. EMRLE Radius BRFS

[root@clientRS]# systemctl restart radiusd ‘
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FreeRadius IZi& Al

1. fEAETEDOGRIGMRISE AR (127.0.0.1)8015
v ERBIE s A2 LS ORI EE IR SR IR IR
HIFHFEZ : radtest
AEtIE - 127.0.0.1 (A#0%)

RIFEME - testingl123
1E< - radtest 127.0.0.1 testing123

[root@clientRS]# exmaple@rc.edu.tw exmaplel23 0
< WRSI% S AR
Sending Access-Request of id 234 to 10.1.0.7 port 1812
User-Name = "XXXXXX@rc.edu.tw"

User-Password = "XXXXXXX"
NAS-IP-Address = 127.0.0.1
NAS-Port =0
rad_recv: Access-Accept packet from host 10.1.0.7 port 1812, id=234, length=20

+ fHEE

DS B ¥ FE/etc/raddb/clients.conf & ipaddr ¥JFERY secret
MR secret = ABCD IBIELTHBIELAA
1B< - radtest 127.0.0.1 0 ABCD

[root@clientRS]# cat /etc/raddb/clients.conf

client localhost {
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2. f{EREDEDOEIEIRIRE SIS0 (10.1.77.7) 15
v FERRIE s 2L ORI ER IR SR E IR IR
HIFHFEZ : radtest
B 0 10.1.77.7 CEHEIIRPL))

RIEHE © spiradawn
1§< - radtest 10.1.77.7 spiradawn

[root@clientRS]# exmaple@rc.edu.tw exmaplel23 0
< MR SIE 20 Al I8
Sending Access-Request of id 234 to 10.1.0.7 port 1812
User-Name = "XXXXXX@rc.edu.tw"

User-Password = "XXXXXXX"
NAS-IP-Address = 127.0.0.1
NAS-Port = 0
rad_recv: Access-Accept packet from host 10.1.0.7 port 1812, id=234, length=20

+ 5T

DR B ¥ FE/etc/raddb/clients.conf Y ipaddr ¥ FERY secret
MR secret = ABCD IBIEZTHEELA
1B< - radtest 10.1.77.7 ABCD

[root@clientRS]# cat /etc/raddb/clients.conf

client localhost {
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2058 Radius BIMRXEIAR S

[root@clientRS]# systemctl enable radiusd
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